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Abstract A steganalysis algorithm based on statistical characteristics of Discrete Cosine Transform
(DCT) coefficients for Joint Photographic Experts Group(JPEG) image was proposed. The algorithm
analyzed statistical characteristics of DCT coefficients, calculated a total of 8 dimensional feature vectors
from each JPEG image, and classified cover and stego images using Least Squares Support Vector
Machines(LS-SVM) classifier , therefore it could be applied to blind steganalysis. The algorithm could be
implemented conveniently and computed easily. The experiments results showed that the algorithm had

good performance in both detection rate and computation speed, and it was reliable in steganalysis for all

kinds of JPEG images steganography.
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Table 1 Histogram for DCT coefficients of different stego-images
image type embedding rate /% DCT coefficient
-4 -3 -2 -1 0 1 2 3 4 5

cover image 429 596 1041 2139 6057 235185 5770 1973 941 506 337
Jste 70 383 783 861 3518 4675 235185 5766 1653 1262 451 393
9 100 400 794 850 3997 4203 235181 5766 1469 1446 441 400
MB 70 420 781 861 3484 4713 235182 4480 3262 758 694 305
100 385 853 788 4061 4140 235177 3891 3857 714 740 263
5 70 403 510 865 1766 6834 235184 6429 1628 781 461 291
100 364 495 841 1545 7164 235185 6749 1442 747 414 273
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Table 2 Average detection rate of three steganographies with different embedding rates
embedding algorithm —5——5——=5—2p embggding rg(t)e 5 70 80 90 100
Jsteg 741 817 877 888 950 967 977 982 986 988
MB 773 822 870 912 936 962 968 973 979 979
F5 629 694 759 832 872 905 925 935 944 951
2
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