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Improved Data Encryption Standard algorithm based on the length of key
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Abstract: Data Encryption Standard(DES) algorithm is a typical private password mechanism, and its
group is symmetric. The algorithm is very important in the field of encryption study. It is adaptive to the
applications for encryption in many different systems, especially in the embedded system of Internet of
Things(IOT) and Convergence Networks in the next generation. This article simply introduces the principle
and the safety of DES algorithm. According to the characteristics of the DES algorithm, an improved
scheme is put forward in order to overcome its easily attacked shortcomings. This method adopts two keys
to crosswise encrypt. It can improve the complexity of encryption key in the process and enhance the
ability of resisting attack, therefore, the safety of DES algorithm is improved.
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int DES_MakeSubKeys(char key1[64],char key2[64],char subKeys[16][48])
¢ char templ[56],temp2[56];
int cnt;
DES_PC1_Transform(keyl,templ);//PC1 & #t
DES_PC1_Transform(key2,temp2);
for(cnt = 0; cnt < 16; cnt=cnt+2){//7= £ & B N % 1Y 8 > 7 %41
DES_ROL (temp1,MOVE_TIMES[cnt]);//{EH 2%
DES_PC2_Transform(templ,subKeys[cnt]);//PC2 &, 7=4: T %54

for(cnt = 1; cnt < 16; cnt=cnt+2){
DES_ROL(temp2,MOVE_TIMES]cnt]);
DES_PC2_Transform(temp2,subKeys[cnt]);

¥

return 0;
}
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Tablel Comparison of results

algorithm change of number
original DES 33 27 33 30 33 33 37 29 31 30 30 29
improved DES 32 31 32 26 26 40 37 34 39 34 33 33
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I mingwen.txt ... | 1
RO WBO BXO 280

FEENH) IHE &HEE ER0 HEFW WU
87654321 = 00111080 80110111 86116110 06118181 861101008 06110011 00118010 80110801 =
hongfang 91161609 81181111 81161110 81186111 61108118 61190661 811681118 61100111

¢ AE111081 81101618 BB111888 A1191088 BA118111 81188111 AA118118 81186118
?i8h7 g6+ Aa118081 BA110618 BE110811 AA118188 B1110111 91188181 A1118018 81110108
1234wert 61106100 61166100 00110110 86111601 081168611 06116111 81118611 61110811
dd6937ss 00110081 89118611 91191100 81181111 61116110 61100161 061168801 06116180
131ovell 90110661 66116001 06110661 8A110601 06116801 BO110861 66116081 06110861
11111111 81116111 61116111 81110111 81118111 81116111 81118111 H1116111 81110111

611006801 61100801 611068811 611060611 61106100 61106100 61106110 611068110

LI 90111661 80111001 00116110 88116110 BE110001 00110001 BO110161 66110101
aaccddff 61111601 81101111 01116101 81161101 81161001 01110611 61110611 61101601
99661155 60116610 00110000 00110001 AG110610 60110001 0O110610 06110610 06110001
youmissi
Po121221 =
b . . . .
Fig.4 Binary representation of plaintext
Fig.3 Plaintext fil — MR
9.3 Plaintext file P 4 WSC ke
3 WISCCqE
B enaypt_binstr.bxt - WA =3 [ encrypt_binstr.txt - @£ e
AHE WRE A0 BBV RB) THEO BED BROQ SEQ R
l1e101101 10100100 16111110 16100100 00000111 11116100 10000161 11001001 = [e1101001 10806100 11011061 1616100 80100111 00011111 00011011 61006111 [
10010601 11111100 61161116 00111608 81111110 16110881 01160110 18010161 0009000 BAAE1110 00011610 610800010 01600860 10111910 11818111 11611111
11161101 11110111 061060101 00611111 81011641 16160111 11060110 16110111 110116108 11111001 10611111 01011109 61111110 11106101 10000111 10010000
10010611 10001010 06010000 11111101 10010000 01110111 11111111 11101110 80101001 11181860 01110161 811109161 11110008 81100111 16161111 01111618
61011118 61111000 10101118 10016110 10101001 11161610 00010000 01110100 81181818 11866111 11100008 11118181 16116661 41183111 BB161611 A1811616
01010110 10161010 61101000 00000G11 01011000 10110100 10061611 11161011 51161111 06106106 80000001 BO100111 11100081 16111000 11000611 11081611
810111008 11188118 10011118 11161108 18181111 00010161 81008800 11100001 18611161 10100100 116166861 11611106 61611118 10061168 11810011 10611688
60110001 00110608 8010000 06161601 00100611 81111601 01080110 01000611 88611111 16661168 10100861 BE110118 11616111 16003116 61161681 08411068
00111011 11610100 61010100 61110010 01061111 01001111 11161611 00061110 00111100 16116111 00111160 11110010 00600611 10111061 00618110 11010661
10110611 61011616 11000111 11161111 11110110 06111611 01110061 00000011 01000100 01110000 10000011 61119181 111106100 18100011 111168110 11011118
10110101 81010111 11011001 10111161 10011611 106110100 01010111 10100161 61119108 80111161 09111081 10100811 11800110 81891111 11161111 11011018
00110110 00119101 19191001 81110161 11119100 08111101 91161111 91001100 80610101 101010861 10011161 11800001 10100110 80000011 161008681 01110111
Fig.5 Binary representation of the original DES Fig.6 Binary representation of the improved DES
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nter the encrypted file address:mingwen.txt nter the encrypted file address:mingwen.txt

nter the DES key: desmiyue nter the DES keyl: desmigue
i . ¥ o nter the DES key2: lkjhgfds
egin encrypting...

h , d 16 egin encrypting...
e encryption end, consumes he he encryption end. consumes 16 ms

nter the decrypted file address:miwen.txt nter the decrypted file address:miwen.txt
nter the password to decrypt:desmiyue nter the passwordl to decrypt:desmiyue
egin decrypting... nter the password2 to decrypt:lkjhgfds
he decryption end, consumes 16 ms egin encrypting...

he encryption end, consumes 17 ms

ress any key to continue

ress any key to continue_

Fig.7 Encryption process of the original DES Fig.8 Encryption process of the improved DES
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