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Abstract: Multi—channel isolation transmission based on fragmentation of information data is one of
the common methods to ensure the security of information transmission, but it lacks the theory of
provable security and evaluation methods. A multi—-channel fragmentation transmission system is
formally defined firstly, including data encryption, fragmentation multi-channel transmission and
recombination functions. Then from the data leakage probability analysis in the process of multi—channel
transmission, the provable security level of multi—-channel fragmentation transmission technology is
defined. A set of security level evaluation methods for multi—channel data fragmentation transmission is
established to verify the effectiveness of the security level evaluation method from the theoretical point of
view. This paper provides theoretical guidance for the realization of multi-channel data fragmentation
transmission technology and guidelines for the security evaluation of multi—channel data fragmentation
transmission system. The proposed method can also be applied to the security analysis of data
fragmentation storage and transmission.
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1 Ea#iail

— > AR B B S B0 R OSBRI PR B e(n), X TR e 1, WAFEFEn,>0, EAXTFIA n>n, &4
e(n)< Un®, BRI Ny a] 200 R 2K
WX Y SEBUETEABRES SHR RS B, 2 XX Y ST EE 2 R

Dist(X, Y)= % > [Pr[X=s]-Pr[Y=s]| (1)
Iﬁlﬁi& b
Dist(X, ¥)= max [Pr[X e S'1-Pr[Y e S| 2)

1 Dist(X, Y) <&, PRXFIY & e—close ).

WX={X,},.0 FY={Y,},., NEEHLERFES], MTFE4Nn>0, X, MY, BARESS, FRME. W05 Dist(X, V) & Al
ZWE A, WIFR X F Y 2558 1] X 43 1 (statistic indistinguishable). H T i1 H G, @EEES S, Hi5 R 20K
BER A7 R 6 TFAT B 0 8 1 IR A, K AT XA V) B i (advantage) 1 S bR

Dist?” (n)= | Pr[A(", X,)=1]-Pr[A(", ¥,)=1]| (3)

SR XF F BT A % 22 100 =X 1] 50K A, Dist)?(n) BT 200, W38 X R Y 2 1F 5K AT IX 43 19 (computational
indistinguishable) .

PATAESI T X=X, )0 TSI 2= (2}, KT B4 I3 22 3000 1) 552 A, Disti“(n) 7T 2006, 0B 43 i
X={X,},, & ThFEHLIY (pseudo-random)

Dist}(m)=| Pr[ 4(1".x,) =1] ~Pr[ 4(1".21,) =1]| )
E s JE AT, AR T AL 2 W (8] 5k 4 VIR R, A7 TE ] 2008 R B e(n) T 12 -

<é&(n) Q)

pe[a(s00] s[21]- | sTn-11) =s[n]] - 5

IIARTE D =D, },. o S ANBELIY, 4 HACY AT B FA/FH s« D,, P& A 0] #ii (unpredictable) [ o

YAO Andrew C7E SCHER[9] 0 3E B T 7~ 6] 15 I ¥ (unpredictability) F1 £k B HLYE X T 067 9 2 28 M i . B — D20
BF [E] 3309 G40, 13" — {0, 1Y M P BE AL B B as , 24 HAC Y Vail(n)> n H{GU,)}, oy & — P FEEHL /45 7 51 o

R 48 Shannon 7 SCHK [7] 5 32 H 0915 B (entropy) B &, Wx R X BB HLAS &, x & A i HER iR 50k
p(x)=Pr{X=x}x e Xo AL & XWE LMW H (X )& R -
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H(X)=- EXp(xnogp(x) (6)

eSS B AT, Hastad 6 R X 434EE T P (pseudo—entropy), RIZAFAE 2 DA X =1{X,},., F
Y={Y,},s0, A XEVE N no WX TAL B R 2 W AT 8] B3k 4, Dist™ (n) 1] 20, WIRFFETLE 2 012 X 5 Bk
BERS XA 0 A XN Y, XHIDhIE A n.
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< Gen, Fra,Rec >, H: 1 Fra, Rec 435l % Fr AL 5503 RV S 20500, Gen R % 4H AR IRV, W A2 -

Fra 1 Rec F| F % 81 4= {08 Gen M =SB N T %8 k.

Gen:(I* y—k O]

Fra | TN % % 9 k FH B ¢ €40, VR A, i s 8 AR S5 1 %8 30 (e 00000
Fra(k, 1'cy—(c,, 5, ¢;) @®)

Rec i) JH i 5 55 91 k FIBE R AL 56 3C (e 00 ey ) €40, AR, i 1S D BB
Recik (¢, ¢y ;) —e ©)

— MR ARG EF R, R IAT B R A ¢ €40, 1}, Sl I IS 09 1% S BOHE o 7l o % S S
JE s B d AHR D, B

Reck(Frak(ll,c)) =c (10)
i
Pr[Rec, (Fra, (I, c)) | =1 (11)
fAIC 5 i A0 R R AL 337k Fra, co—c,, % ke N, ﬁﬂﬁ?ﬁFrak[(O)E‘J‘h‘éﬁ(entropy)j@H(FraM):H(c[)c T
H‘ﬂﬁﬁ%E/‘Jﬁ]‘kﬁfﬁ(pseudo—entropy)PH(Frak’i):PH(C,.)Zh, WRAAHE—D0AF, WEH(F)=h, WFra, fl FAT]
X4y, B
| Pr{DFray ()= 1]~ Pr{XF ()= 1]| <&(2) (12)
R, LR AR 0 Dl PH (Fra,,) <h, WORXHEREWE H(F) =h (9 RECF, Fra, Bl FZATIX 5001, BI7E
TEIE B K0 ¢ Fl— A~ Z 02X 0] 1) X 4348 D, (15
| Pr{DFray , (c))= 1]~ PH{IF(c)=1]| >/ (13)
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TEX 2 A5 MM BT % 4, X F—A - {538 $di % 5 LA R 1L )7 % =< Gen, Fra,Rec >, WAFIAH
H B 53 R (caesveme)) s MRIERENE T8 WEWT & 4, KRR S R IO I A5 18 19 4 80 ¢, 8 SCIE T 3 19 mT B

1) ATEMESCE # . Yo & )] DLy =2 W W 38 09 5504

2) AR PMEBGE . Yoy 3 RS AT 2 22 W T 2 A R

3) #E T CH A AR E bR, R I R S A R S

REMRE T4, LEBEEH A, IR

i 0[P ae) e 120 »
FR ST A AT B 1 BB RO B 5 1270 102 . FEoh H(e,) SR 46 500 o, W 15 L
B TALBIGE# , LR 20, R IR EIRRI % 4. BT % 2 (R # 4, 10 i3
o= [P e o] -1 0

FER TR HAAT B G R BE AER S 129 25 L Hrp e | FOREUE o MR B . X TAR RSO,
AL DL, D0 FR HE I {5 8 iR P 2 4

A T RO AL S R AT ME TG TR G2 A, W R X TR R p =127 (p=12), £k
ZAFEEE o, LB IGE# A (k=10), 31

|Pe[4,(c,) =¢,] -p| <e(2) (16)
ﬁ A {5 BB e T UMETGE FRGR) M, SRR TEEEEp =12 (p=12), [FEiEsE
ERAE e AMERIG & 4, (k=i), ¥4
‘Pr[Ak(cfl):c,] —p‘sg(/l) (17)
/\EPC 1= (Cl Cry 5 Ci15Cip s “’CI)O
— N ZFE LR ERE LN, WA R 215 18 R 52255 .
3 REERENRLTEMIEN

R, AR R O A R, SO S RAS, B B AT PR AR S AR T 2%, R R AT R
LRV SEY oy e 4 SREFONBENLYA , 0P Z PR 0 AT ik 2B A7 8 S0, MR 295 T E X% 4 Bir
FVEGF IR XF T r 4 40 18 22 A PP A A5 90 A R E AT T IR E .

TENX3 W RIS R, 5 W=<Gen,Fra,Rec > = —MEAILRSE, k0B %5 42 58 5 Gen 2 B%
MR R RZER, X TIEENEEc {01}, [EEEREELeN, (#). A:

PH(c,)+PH(c,) =PH(cl ¢;) (18)
PRWIRSRZ 2, 26 TR ce{0, 1}, A
iPH(ci) =PH (Fra,(c)) =PH (c/ll e, -+ | ¢;) (19)
AT R Ak R G0 e SO O ok Z T, ISR S R R R R DU RO O R GBS R R I DR e SR AT
THEE2DAMBEXY, W2
PH(X)+PH(Y)>PH(X|Y) (20)
HRESMZE X YR X5, Bk H(Z)=PH (X Y), HEIAE T 2R T 5702 (0 FEA K B

DX YWAME, 2=2\2,, W2aH(Z2)=H(Z)Z,) <H(Z,)+H(Z,). BRAEXGZ, AKX, Wivy5z,
ZINES N ]

PH(X|Y)=H(Z)<H(Z,)+H(Z,)<PH(X)+PH(Y) (21)
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PR b 2 4 R R A O 58 ORI A A i R AN 3 D 4
EE1 H - MHEALRGE PRBEZRN, IBA—ERE2M,

TEUE AT
EI‘PH(C[ ) =PH (Fra,(c)) (22)
Wor, W2 ERije N, (i#)), A:
PH(c,) +PH(c,) =PH (¢l ¢;) (23)
AN
PH(c,) +PH (c,)>PH (c |l c,) (24)
A2 PH (Fra,(c)) <PH (c ||l ¢,) + iPH(ci) < iPH(ci) (25)

B — AR R R v S, FIHBEPLE R 2, R b, RTE BN — SRR A BT AR
B, WM AETESL B R LA AR BN, HA AN R I TUA T BT R — 5 5 e LA R e A

TEX 4 hEEHLTERE AL J7 % o & ¥=<Gen, Fra,Rec > & MR LREE, B kN % 14 S Gen A2 LI % 91
X FAE AR ¢ €{0, 1), 4 Fra, (o) 2 DWBENLEY, WIFK w2 OhBEHLEY

EHE2 AR E PRI, W PRRE 42N,

WM AR RS PR, R X, O PH (Fra, () = |Fra, ()| X H T —A~Ph B HLH Y
FHBEBELA, A PH(c,) =c|, HIL:

PH (Fra,(c)) = EPH(C,.) (26)

RIIZHE A R G0 2 0 21

WA DR, I8 2R Z 8 25 LR LA — A BE P B et 2 O BEBLY , PRI RE i 78 4515 1 19 53
BC AN 52 ) H 2 4

Tr R LA B BTG T8 LT — B R Zett, RS ie SRR L2ENIrE
Fris LM A Hbs, K UMESGE S5 AR UMEBCE R BT B O 5K, B R TR A T R 3 A7 )
PEATIER .

EE3 AT 2EENEALRGIED RN, WHZZ (518 B0 A% e 1 b B sods B s 2 4 .

WM. HEI-ZFHE, BHIFEPFE—TETERNA, (0,2, D). B4, LRERWTEFE LA
Bls, icEc,, HdFra, (1,c)—=(ci.cpn0¢))0

HTHALRG YRiai, X TAERMEc {0} AE R IFEEEije N, f1:

PH(c,.c;)=PH (c,) +PH/c,) @7
W LAFAE IR Z= X Y, WA
H(Z)=H (X V,).H (X;) =PH (c).H (Y,) =PH c, @8

HHe, 5X, AT, ¢, 5XATK5, ol 5ZA K5,
AEMEM T T Z2WERMERE YT, X TAEEie (L2, 0}, A, ok R A iy 3k = B
Cj(j¢i)v EI]

Pr[4,(c,) =c,] < ﬁ +e(l)< ﬁ +e(2) (29)
M RGEY: , BHEWA L, WAFER R B MZ I pe) 15
Pr[B(c,)=c,]= ! ! (30)

A= ene) o)
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R 20T IA S % B R 3E X o0 4% Do B TR A x Iy, # B(x) =y, W D1, B L 0. B4

1
pr[ x| ¥,) =1] < e (31)

‘Pr[ﬁ(c,»“ ¢) =1] -pPr[ (Xl v,) :1]’

IR 2, XS5BT .

FEH 4 IEBIA BT B 50 B3 IR B AR )

FIB4 AT 2EHENEA LRGSR Z 20, W2 (FiE8IE G ER S T RBE R 20,
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TR LRSS PRER L2, B FAEREAEE cefo, 1" AT E L% ije N, .

PH(c )l ¢;) =PH (c ..c;)=PH(c.) +PH (c)) (33)

- =— (32)

IAAFAE ST R Z=X |l Y, W52
H(Z) :H(Xz’ Yz)vH(Xz) :PH(C—:')’H(YZ) :PH(CJ’) (34)

HeHe, 5X,RTKA, ¢ 5X,RTKY, cllc,5ZRTKS,
LR T LRI AL R PR, M TR e (L2 0}, A, T3 AR 2 50 ¢, (# 1),

Pr4(c,)=c]< ﬁ +e(A)< ﬁ +e(2) (35)
R, A AT, WIAFTESEE B M2 50 p() 75
PrlB(c,)=c]= ——+ - (36)

A= o) )

IR AT AR Sk B X 4348 Do WX T A x|y, & B(x) =y, W DHH 1, HllEH 0, A
Pr[ DX Y,)=1]< # (37

BB XT3 o] 20 R e (-), A -
‘Pr[dcﬂ“ c/) = l] —Pr[D(XZH YZ) = l:| ‘ =

FARTT B, X 5B

S D L 15 AR T 0 O B, — AN L R ST BB ALEY IR B 2 T O A A 4
P RS B B A AR

IS AL N R R BERLIG T 23 MO8 £ 7 D B e T S 3 B 22 4

WEW] . - S, B R R EVT R R A, i e(L2 D). (B A, PSRBT AE (S I 1 A
Blit, oM . BAEDIEMT T R MBI LRE YT TR e (L2 1), A, Tk m b £ i 54 o
M e (=0, B

1 1 1 1
_ = 38
2PH(U,) * p(A) o) p(A) (38)

Pr[A,(c_i) :c':| <

J

+&(h) (39)

HPHE)

Hrp c—i:cl” Cz” ol ci—lH Ci+l|| el C,E_(Cl,cz,"',C,)(—Frak(ll,c)g
TR LRGP RBEILE, BIXT FALE R c {0, 1" AL IE B ije N, Hellel - |l ¢, ZHBEHL
(9, W4 PH(c,) =lc.| HPH(c,) =lc|. 5
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Pr[A,.(c,,) :cj} < (40)
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20 30 BN B 1 A A% i 1) 2 S VA 98 T U7 ¥R o 0T R R T RO R DA A i R S BT Y ek
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Xb TR B T A (82 VR DA AR e BT B A R A S8 A (A B SR T
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