8% 441 £ B 5§ B F I & Vol.8,No. 4
2010 4F 8 A INFORMATION AND ELECTRONIC ENGINEERING Aug. ,2010

X EHE: 1672-2892(2010)04-0463-04

BT M 4% IR i =2 £ 1Y AT {5 17 18] 42 I 3R A

ik, AZRY B B2
(LIRS 5B %A TIEHE, M WA 610064; 2.5 [ iy TRHE S A R 4 30 BISTHE, Wl WAk 610041)

O OE: OWTHAWNELZAZHELFE, XEEET RBAC i FIEHIHEA NI E, £4
TEITENERFEN, BET —MHETHEN ERBAC R EHER, ZHEAK AL NL R
GAEN L LAMMEXK, RALAPFPWNARLA GRS -T2 ER, XA NAENRTE
T ok, HeF AN RIE, REEAEEFIER T ZE A R HE LMoy Ea# M.

K ETAEhiyFE4; ERBACTH FIHHER, IREEE; MEds

B4 %5 TN915.08; TP309.1 X EKFRINED: A

One trusted computing access control strategy based on
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Abstract: To defend network system against the harm done by unauthorized access. basing on theory
and conception of trusted computing and Role Based Access Control(RBAC) model, this paper proposes an
access control model named Environment Role Based Access Control(ERBAC). This model correlates the
role with system environment security. When an user’s environment is secure enough, the permissions
corresponding to its roles are valid, and the user is allowed to access resources. An access control
application instance is given to prove the effectiveness of the model and semantics.
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