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Anomaly detection method of electromagnetic time series based on
attention mechanism
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(School of Electronic Science, National University of Defense Technology, Changsha Hunan 410073, China)

Abstract: The realization of abnormal detection and pattern discovery of electromagnetic data is of
great value to the judgment and early warning of abnormal behaviors of electromagnetic targets. Different
types of electromagnetic data usually exist in the form of time series, with the characteristic of imbalance
between normal data and abnormal data. To address these issues, a time series anomaly detection method
is proposed based on the spatial-temporal joint attention mechanism. The channel attention mechanism
and spatial attention mechanism are combined to enhance the feature representation of the abnormal part
of time series data. Experimental results show that the proposed detection algorithm can effectively deal
with the difficulty of data imbalance and has strong robustness.
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Fig.1 Architecture of the proposed algorithm
B 1 AR ORI AR ) 45 25 44

R Ae 1 P 2 — o 2 AR B IR 7 B8 1 25 AR AR, 10 D ERUEZ BT LSTM M 45 )2 S U R4 AiE , fix
JRgeid 3 JZ R I S R A AR . R, AR SO BUR R AT R AR B OS2 I A O AL L, L



% 4 W

I A% ETEENNERNEENERFSRERNGTE

583

SEBERS A B U B9 RRAE 18] BEAT A A

# 1 MBI TR SE

R EERER RN o SRR SN SR 1 PR .

Tablel Detail parameters of the proposed structure

layers types activation function output shapes kernel size connected to
1 input_1(InputLayer) - 3600x1 - -
2 convld(ConvlD) ReLU 1200x128 20x1 input_1[0][0]
3 global_average_poolingld(Global Average) - 128 - conv1d[0][0]
4 global_max_poolingld(GlobalMax) - 128 - conv1d[0][0]
5 reshape(Reshape) - 1x1x128 - global_average_pooling1d[0][0]
6 reshape_1(Reshape) - 1x1x128 - global_max_pooling1d[0][0]
7 dense(Dense) ReLU 1x1x8 - reshape[0][0], reshape_1[0][0]
8 dense_1(Dense) ReLU 1x1x128 - dense[0][0], dense[1][0]
9 add(Add) Sigmod 1x1x128 - dense_1[0][0], dense_1[1][0]
10 multiply(Multiply) - 1x1 200128 - conv1d[0][0], add [0][0]
11 reshape_2(Reshape) - 1200x128 - multiply[0][0]
12 lambda(Lambda) - 1200x1 - reshape_2[0][0]
13 lambda_1(Lambda) - 1200x1 - reshape_2[0][0]
14 concatenate(Concatenate) - 1200x2 - lambda[0][0], lambda_1[0][0]
15 convld_1(ConvlD) Sigmod 1200x1 7x1 concatenate[0][0]
16 multiply_1(Multiply) - 1200x128 - reshape_2[0][0], conv1ld_1[0][0]
17 reshape_3(Reshape) - 1200x128 - multiply_1[0][0]
18 batch_normalization(BatchNormalization) - 1200x128 - reshape_3[0][0]
19 max_poolingld(MaxPooling1D) - 400x128 2x1 batch_normalization[0][0]
20 convld_2(ConvlD) ReLU 400x32 7x1 max_pooling1d[0][0]
global_average_poolingld_1
21 - 32 - convld_2[0][0]
(Global Average)
22 global_max_poolingld_1(GlobalMax) - 32 - convld_2[0][0]
23 reshape_4(Reshape) - 1x1x32 - global_average_poolingld_1[0][0]
24 reshape_5(Reshape) - 1x1x32 - global_max_pooling1d_1[0][0]
25 dense_2(Dense) ReLU 1x1x2 - reshape_4[0][0], reshape_5[0][0]
26 dense_3(Dense) ReLU 1x1x32 - dense_2[0][0], dense_2[1][0]
27 - - - - -
28 add_1(Add) Sigmod 1x1x32 - dense_3[0][0], dense_3[1][0]
29 multiply_2(Multiply) - 1x400%32 - convld_2[0][0], add_1[0][0]
30 reshape_6(Reshape) - 400x32 - multiply_2[0][0]
31 lambda_2(Lambda) - 400x1 - reshape_6[0][0]
32 lambda_3(Lambda) - 400x1 - reshape_6[0][0]
33 concatenate_1(Concatenate) - 400%2 - lambda_2[0][0], lambda_3[0][0]
34 convld_3(ConvlD) Sigmod 400x1 71 concatenate_1[0][0]
35 multiply_3(Multiply) - - - reshape_6[0][0], conv1d_3[0][0]
36 reshape_7(Reshape) - 400x32 - multiply_3[0][0]
37 batch_normalization_1(BatchNormalization) - 400%32 - reshape_7[0][0]
38 max_poolingld_1(MaxPooling1D) - 200%32 2x1 batch_normalization_1[0][0]
39 Istm(LSTM) - 10 - max_pooling1d_1[0][0]
40 flatten(Flatten) - 10 - Istm[0][0]
41 dropout(Dropout) - 10 - flatten[0][0]
42 dense_4(Dense) - 20 - dropout[0][0]
43 dense_5(Dense) - 10 - dense_4[0][0]
44 dense_6(Dense) - 1 - dense_5[0][0]
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Fig.8 The ECG signals data diagram of MIT-BIH ST change database
%l 8 MIT-BIH ST change database [ ECG Tk 7=\ /R BRI

T 1 T v T T | T T T T T T
. « o . . . 5 A * * o “ .

MLIT MLII

0:00 0:10
grid intervals:0.2 5,0.5 mV

Fig.9 The MLII signals data diagram of MIT-BIH Arrhythmia database
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Table2 Data description

data set European ST-T database MIT-BIH ST change database MIT-BIH Arrhythmia database
sample frequency 250 Hz 360 Hz 360 Hz
electrocardiogram lead ML ECG MLl
data description 90 records of dynamic ECG with the same length 28 records of ECG with different 48 records of dynamic ECG with the same length
' . i ' length for dual-channel, the duration for a single record
the duration of a single record is 2 h engtns .
is0.5h
data processin 10 s for each data fragment, each record containin: - .
P & J X 9 10 s for each data fragment, each record containing 3 600 data points
2 500 data points
data label GNP CEP €T «T wyn g @ “N7 QP HgT “yY “NPELY “R7 “AY «]7
data size 33758 6925 8443
training set 27 006 5540 6754
test set 6751 1385 1689
th t of data fi
¢ amount of cata for 5477 606 2522

abnormal data
abnormal rate/% 16.22 8.75 29.87

notes: the above "data label" types refer to different types of ECG records, specifying the "N" label as normal and the rest as abnormal
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S LN AT RR LA

IR A BRI RE T keras MESESEHL, ] adam TEALAR . ST HRIKESH 0.001. SLHF B8 Ubuntul6.8 B
% NVIDIA 2020Ti 11 GB, %:F Python3.7 155 52 3.

XA SC T AR BEAT AT A AT AG 1 JBORS B 2% (precision) . 4 [l % (recall) . Fl-score 1 ROC £k i £k T 1 £1
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F1=22pPred (11)
precision + recall 06l
ROC i1 2k /2 LA IE 2 K (False Positive Rate, FPR)J g
BEAe AR . Recall AL bR dlESr Ae bn &, R 35 45 % (FPR, 04r
Recall)f3 2], &l 10 froR. #EH2E . H % | Fl-score Fl o2k
ROCAUC 4 M ghr, HAEBE &, SRR P R B AT
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Table3 Performance of precision of each model
data set CNN CNN-LSTM CNN-LSTM-C CNN-LSTM-S CNN-LSTM-CS
European ST-T database 0.829 0.861 0.868 0.871 0.881
MIT-BIH ST change database 0.814 0.934 0.954 0.952 0.966
MIT-BIH Arrhythmia database 0.919 0.908 0.946 0.944 0.953
Avg_P 0.854 0.901 0.923 0.922 0.933
A% 9.29 3.59 1.16 1.19 -
F 4 SR IR
Table4 Performance of recall of each model
data set CNN CNN-LSTM CNN-LSTM-C CNN-LSTM-S CNN-LSTM-CS
European ST-T database 0.328 0.429 0.497 0.472 0.552
MIT-BIH ST change database 0.457 0.568 0.640 0.691 0.728
MIT-BIH Arrhythmia database 0.689 0.819 0.861 0.864 0.893
Avg_P 0.491 0.605 0.666 0.676 0.724
A% 47.42 19.66 8.76 7.20 -
F 5 KB I Fl-score Sttt
Table5 Performance of F1-score of each model
data set CNN CNN-LSTM CNN-LSTM-C CNN-LSTM-S CNN-LSTM-CS
European ST-T database 0.381 0.508 0.502 0.428 0.532
MIT-BIH ST change database 0.547 0.757 0.779 0.711 0.915
MIT-BIH Arrhythmia database 0.564 0.855 0.911 0.907 0.926
Avg_P 0.497 0.707 0.731 0.682 0.791
A1% 59.05 11.93 8.26 15.98 -
F 6 SBIJ ROCAUC X 1
Table6 Performance of ROCAUC of each model
data set CNN CNN-LSTM CNN-LSTM-C CNN-LSTM-S CNN-LSTM-CS
European ST-T database 0.557 0.793 0.796 0.811 0.852
MIT-BIH ST change database 0.707 0.880 0.907 0.885 0.915
MIT-BIH Arrhythmia database 0.772 0.862 0.898 0.964 0.974
Avg P 0.679 0.845 0.867 0.887 0.914
A% 34.63 8.13 5.38 3.05 -

HSCI 45 S AT 41, CNN-LSTM,CNN-LSTM-C,CNN-LSTM-S LI % CNN-LSTM-CS 4 HEEIJF i T
CNN BRIk, PERETEML, UiW] CNN 454 LSTM REWE A 03 Uit 7 B0l 09 B 25 R AE A3 1) Ji s BsF i) U5 3] 114
43235, CNN-LSTM-C,CNN-LSTM-S #l CNN-LSTM-CS 3 MHHI )7 g i P RE XL T CNN-LSTM #5571 7
B, ULEAZE N A E R AL ER S, SEBL T XA 1) B BOHE B DG B AR AR B SR R OR A R T Sk RS TR .

CNN-LSTM-CS #i %I )7 ¥ 4H%E T CNN-LSTM-C UL }2 CNN-LSTM-S 2 MR Jy i, 7ERT A S0 345 e = ol 5

fi, H CNN-LSTM-C &I J5 A1 CNN-LSTM-S BL# J7 vk A8 A R 55 42 R B0 I sh 5 00, U5 B AS (W) 303 4 % 3l

A8 A S (]S A D ORI . SEBR TR AR R R BRI R AR R e R A

FHMAE 2k, DAMERIVH A SCEN ANFMEOEIEE, TRIEAROEIEEN, %6% EAR M
FRAEA B ST AG I AY B AR . CNN-LSTM-CS BRI T M T 4 XA B, TEAIrA i F s R i lE,
H, EEANBIEAEYPERE L, CNN-LSTM-CS AR B 5k i FE RS MR T T 1.16%~9.29%, 14 n| R4k

J+HT 7.20%~47.42%, V1 F1 {HIETFT 8.26%~59.05%, 1y ROCAUC £+ 7T 3.05%~34.63%, Ui T CNN-

LSTM-CS 45 5 7 v i A sk o
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