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Abstract: An individual identification method of communication radiation sources bhased on Power
Spectral Density(PSD) fingerprint characteristics and intelligent classifier is proposed in order to prevent
the occurrence of problems such as device cloning, replay attacks and user identity impersonation, and to
accurately identify and authenticate Internet of Things(IoT) objects. First, the radio frequency baseband
signal is collected by receiver, and the in-phase signal is collected. Then the steady-state signal segment
is intercepted through variance trajectory detection, and data normalization processing on the steady-state
signal segment is performed; the PSD of the steady-state signal segment is calculated after data
normalization processing to obtain a feature vector, and the feature vector is used as the radio frequency
fingerprint of the transmitter. Finally, an intelligent classifier is adopted to identify the radio frequency
fingerprint to complete the individual identification of the communication radiation source. The
experimental test to identify eight wireless data transmission radio E90-DTU devices and 100 WiFi
network card devices of the same manufacturer, the same type and the same batch shows that the proposed
method can obtain good recognition accuracy when applied in Line-Of-Sight(LOS) scenarios, mixed
scenes of LOS and Non-line—Of-Sight(NOS) scenarios, low signal-to—-noise ratio scenes, and scenarios
with a large number of 10T devices, ete.
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Fig.1 Characteristics and types of radio frequency fingerprint identification technology
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Fig.2 Individual identification method of communication radiation source based on power spectral density fingerprint feature and intelligent classifier
[l 2 BT IR AR BURE S AR o3 S 4 (038 {5 R A IR AU ik

1) FIFH WL RS 11Q PR B 5 Wi el 75 5 5

2) PEHC | BRI R Ml A5 2R, eI | B85 5l iR B Q B MR 5 MRCR TE L) AT Jr 2 Bl kI, AU
LSS B, XSRS F B AT B bn e A AL B B b o 1 Ak B 8 0 B B S AR S B ) R
JERRAE 1) dE AT AR HE AL AL BT, B AR ME AR A PR oAb — R4 A, n =X (1) PR

Y=X-mean(X)/max(X) ()

Ao X B B EE 2S5 5 8O B AR BRI ) 5 Y b A Ak B A4 T )

3) AR AR AL AL PSR RS AR S R BeR D Rk s B, A9 2R AR ) R, K4S B B R AR AR R R LAY
SEPRAREC, I A U R SO

4) I T e 3 6 A% AR ) S0 R IR PR (4 SR ABUHE SRR L R R A R 58 B A R R A AR

BRI AN AL S ) B LR OCIBR 73 AR 45, AR SCRUIK GG I 73 2 4% HEAT 0 S U0 S 191 -

TE SO U S 03045 o 41 B %) 2 iE 3 15 4 S I AR R AU 1) T 38335 28 88 R A1E 1) k40 45

b(1) b, (1) b,(1)
6,-| 2@ | g, | g 2@ | @
b (K) b,(K) b,(K)
Ao Bi(i=1,2, ) F 7 e — 15 1 1) A9 3 £ e S VR AR R A
E SCEL ST A 38 1 R S TR A R RR AR A AR 4 22 8] A S AR S S0 A A
a(d) (1) ¢; (1) ¢, (D)
o _|a®@ @ _|s@ @ -
a(K) 6 (K) ¢;(K) ¢, (K)
Afr: C(j=1,2,++ )RR O FI G B A5 R TR APR 5 ¢(=1,2, ) Rm F— R IE S5
E X
min min|b, (k) -, (k)| + p - maxmax|B (k) - c, (k)|
&[b,(k),c; (k) | =——~ - 4)

[5.6) =, (0] + - maxmax|py (k) —c, (k)



54 BEE: ETYREEENBERFENEIRANAE 599

£(8,C)) =T Y- £[h(0).c, )] (5)
k=1

K p BARNHRE, (0, % HUEH 0.5; §[b,~(k),cj(k)}%%i< B, 5 C, Z 55 k M FRESH00 Bk R AL
§(B,,C)) RR B, 5 C, Z B [ JK €5 CHR ¥

MR B, 5 C M SR SO P A C(i=1,2, m) I CER E £(B,,C)) (=12, m)JF . S TR B, JiTJE 1
A 4R AR R S O A A LGB (5, A n TR Sl e ofE D
BAKREE 1
& m
;é(Bi,C,-) ©)

1

m
A test<Ht—BI{H (E L {H 0.004 2), W B, I J& (1438 15 56 41 A AR AR s A R ZOa (5 B s s I, B T
JiE P 3£ R A DR MR B i AR A TC RGBS B, T LUK B, 2328 SRS S0 Hh i R SR TR ST T 114 368 £ A 2 R
A RFR A

test =

3 MAS5HSH
3.1 £41

PLRSIRE) % . RS FEHRE 8 4 EBYTE A= L& BiL &5 E90-DTU B4 (I 3)y Mfl, HAi{5S
KBS . Signal Hound 723 A 42 7= SM200B S B 4 3% 43 AT A8, W&l 4 Fis .

. f]|||||||||.!.__
oo :g 3 g -.ﬁ:w!

hd-

Fig.3 Wireless data transmission radio station E90-DTU produced by EBYTE ~ Fig.4 SM200B real-time spectrum analyzer produced by Signal Hound
[ 3 EBYTE 4/ JC&AfE i & E90-DTU &l 4 Signal Hound 2 &) 4 7= () SM200B SERHAE 73 H X

KA. YHE(LOS) & . MIEE(LOS) s+ MIE(NOS) T IR &5 . BihiEM it s. RE 8 4
EBYTE A /"M L&A fL i & E90-DTU f5'5, {55 REM SN 433 MHz, Zad 7 22 Bk ki AR M R85 55
Extd“jy 15000 f . Hodp, DpRpEs R kT, WE PO E R AR S B 2 048, BESREERN 20 K

RLE R, YREESI RN 40 MHz 1, FEREER N 2 BRI RCR e ).

1) LOS 5

BB A RS 200 DREAR (P BENLEE L 140 DFREAE B UIGRAEA, T4 60 DFEAME MILAEA), B3I
WS RME 5 fron. IWE 5 alAl, 78 20dB FM T, A SO 3 Jr i 56 F I OCBK 43 2 25 10 o B U0 32
94.58%; Kt T 34 ] B HLAF R RS I MERR R IR R 99.79% , FE XTI, A TR T3 TR ET . Holder 2 $i s
i V5 S K ) RS 288 RIS, A5 B B HERR RS RAU N 19.17% 1 12.92%.,

2) LOS+NOS MiR& 7 5

KAE 8 A~ EBYTE /"ML L & E90-DTU {55, B & LOS R4 200 MHA, 7 NOS TRk
£ 50 MREAC, HOREE 250 MEEAR . BEMLEEEL 200 DMEEARVE RN GEEAR, B4 50 MEEAVERIAEEA, 21
WG R mE 6 B, HIE 6 AlH, 78 20 dB [FMEtL T, A SCHTHR Iy 36 38 T IR SC K 43 28 2 15 21 19 v B IR0 R
93.50%; T 3R M EE AL 28 A% 9 HERR R0 FE 0 98.75%.



600 AMZBMFERFRERFER

519 &

real tag

prediction tag

(a) confusion matrix of recognition results based on gray relation classifier
under 20 dB signal-to—noise ratio

real tag

prediction tag

(b) confusion matrix of recognition results based on support vector
machine classifier under 20 dB signal-to-noise ratio

Fig.5 Confusion matrix of recognition results in LOS scene
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(b) confusion matrix of recognition results based on support vector
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Fig.6 Confusion matrix of recognition results in LOS scene and NOS scene
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Fig.7 Recognition results in changing signal-to-noise ratio scenarios
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Fig.8 Recognition results with different number of WiFi network card devices and changing signal-to-noise ratio scenarios
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