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Abstract: Radio Frequency Fingerprint(RFF) originates from the differences in transmitter circuit
design and the manufacturing tolerance of the hardware circuit in the production process. It is an emerging
equipment identification and authentication technology. Modeling the generation mechanism of RFF is the
basis for its in-depth research. Based on a general Zero Intermediate Frequency(ZIF) digital
communication transmitter architecture, the influence of each component in the transmitter on RFF is
analyzed, and the corresponding RFF time-domain baseband model is established as well. In addition,
several important time-domain parameter tolerances of communication standards are summarized. The
maximum Root Mean Square Error Vector Magnitudes(RMS EVMs) of the two typical modulation methods,
Quadrature Phase Shift Keying(QPSK) and 16 Quadrature Amplitude Modulation(16-QAM), are mainly
studied under the LTE standard. Finally, through theoretical derivation and Matlab simulation, the upper
and lower bounds of Direct Current(DC) offset, In-Phase/Quadrature(I/Q) gain imbalance, 1/Q quadrature
offset error, 1/Q filter offset, oscillator phase noise, and power amplifier nonlinearity parameters are given.
The changes of the constellation diagram under the critical conditions of various RFF parameters are also
analyzed, which provides reasonable parameter guidance for the future research of RFF extraction and
identification.
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Fig.1 Radio Frequency Fingerprint modeling for zero-IF digital communication transmitters
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Table] Transmitter parameter tolerance specified by WiFi communication standards

standards carrier center frequency tolerance symbol clock tolerance RMS EVM on/off time
802.1118 +25 ppm +25 ppm peak EVM:—9 dB, 35% (10%—90%)2 ps
802.1161") +25 ppm +25 ppm peak EVM:—9 dB, 35% (10%~90%)2 ps

-5 dB, 56.2% (BPSK R=1/2)
-8 dB, 39.8% (BPSK R=3/4)
~10 dB, 31.6% (QPSK R=1/2)
—13 dB, 22.4% (QPSK R=3/4)
~16 dB, 15.9% (16-QAM R=1/2)
~19.dB, 11.2% (16-QAM R=3/4)
~22 dB, 7.9% (64-QAM R=2/3)
~25 dB, 5.6% (64-QAM R=3/4)
-5 dB, 56.2% (BPSK R=1/2)
-8 dB, 39.8% (BPSK R=3/4)
~10 dB, 31.6% (QPSK R=1/2)
—13 dB, 22.4% (QPSK R=3/4)
~16 dB, 15.9% (16-QAM R=1/2)
~19.dB, 11.2% (16-QAM R=3/4)
~22 dB, 7.9% (64-QAM R=2/3)
~25 dB, 5.6% (64-QAM R=3/4)
-5 dB, 56.2% (BPSK R=1/2)
-10 dB, 31.6% (QPSK R=1/2)
~13 dB, 22.4% (QPSK R=3/4)
~16 dB, 15.9% (16-QAM R=1/2)
~19 dB, 11.2% (16-QAM R=3/4)
~22 dB, 7.9% (64-QAM R=2/3)
—25 dB, 5.6% (64-QAM R=3/4)
~27 dB, 4.5% (64-QAM R=5/6)
-5 dB, 56.2% (BPSK R=1/2)
—10 dB, 31.6% (QPSK R=1/2)
~13 dB, 22.4% (QPSK R=3/4)
~16 dB, 15.9% (16-QAM R=1/2)
~19.dB, 11.2% (16-QAM R=3/4)
—22 dB, 7.9% (64-QAM R=2/3)
—25 dB, 5.6% (64-QAM R=3/4)
—27 dB, 4.5% (64-QAM R=5/6)
—30 dB, 3.2% (256-QAM R=3/4)
—32 dB, 2.5% (256-QAM R=5/6)

+ 20 ppm(10/20 MHz) +20 ppm(10/20 MHz)

802.11a1%

+10 ppm(5MHz) +10 ppm(5MHz)

+25 ppm +25 ppm

802.11g1"

+20 ppm(5 GHz) +20 ppm(5 GHz)

802.11n!#

+25 ppm(2.4 GHz ) +25 ppm(2.4 GHz )

802.11ac®! +20 ppm +20 ppm
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2 A WiFi @5 AnERLE & S S50 2%

Table2 Transmitter parameter tolerance specified by non-WiFi communication standards

standards carrier center frequency tolerance symbol clock tolerance modulation domain tolerance on/off time
802.324 +50 ppm +50 ppm
802.15.41%) +40 ppm +40 ppm peak EVM:35%
Bluetooth!>*! +75 kHz +20 ppm modulation index:0.28—0.35
GSME7 +0.1 ppm +0.1 ppm maximum phase deviation:20°
UMTS? +0.1 ppm +0.1 ppm RMS EVM:17.5% 50 us
RMS EVM:17.5% (QPSK)
LTE®! +0.1 ppm +0.1 ppm RMS EVM:12.5% (16-QAM) 20 ps

RMS EVM:7.9% (64-QAM)
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Fig.5 Influence of I/Q gain imbalance on QPSK and 16-QAM constellation diagrams
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