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Design of heterogeneous computing blockchain system based on FPGA

XU Yilang, BI Tao, ZHAO Jianye
(School of Electronics Engineering and Computer Science, Peking University, Beijing 100871, China)

Abstract: Early blockchain systems mainly run on general-purpose processors with von Neumann
architecture such as Central Processing Units(CPUs) and Graphics Processing Units(GPUs). With the
development of blockchain technology, it has been widely used and deployed on a large scale in various
industries. In computing-intensive and communication-intensive scenarios, both computing energy
efficiency and high computing flexibility need to be considered. On this basis, this article uses general-
purpose processors such as local computers and cloud servers to form a heterogeneous computing
blockchain network, thereby cost-effectively obtaining high-energy-efficiency computing capabilities,
excellent compatibility and scalability, etc. The high utilization rate of computing resources provides an
underlying technical solution for blockchain computing from homogeneous to heterogeneous, which brings
more possibilities for blockchain applications and has broad application prospects.
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AR R 3E Z A8 WA 55 SR IR A, 753X 75 11 8L 37 nl 2 B2 1] B4 91 (FPGA) A & A nl B AURY L o AR SCHE it JE Ak
bl AR5 T ENLS FPGA #5 8 XHUBE A TS BECFHE AR, 4545 AH DG T {5 P ORI B B8k 58 38 IX 4R
S DO 25 2 A, by B T BT SR S R Y A T A 55 OF AR SR A B b O R RE S A AN IRAT T RAE S 4R A
B 4% 1T, ARSCHBETHJ5 15t ] o HAt A 1R X B BE R BRI S %

1 XiR$E FPGA T &i&it
1.1 X4 FPGA 5 m ik

TEDXHREE R GE Y e B R (9 45 0 A s oy, ol A B A T R EE T M 4 BB — s
B, R I A DX R Y A AT X BT AR AT WA o DX BT A B2 A 1) A T 5 e B 2 e (1) 1] B
WG E R, IFE XS o BEAT RS, BRI 58 BE ) 52 5 1 B IX B Sk SR MU AT R — A X, B LAt 1 A3
XX BRBEAT R AP, 5 X H B BB 1 IXBREE o O 17 & BB IXHLEE FPGA Wi, B L BHIAY i
Bhn by, ARy RS XHAE R ] . XS 52 5 . KA BT 30, KRG R S8 K H 4kt
S5 o AERYR S BT o8 B T 2 X BB A S M BEAT B, AR R R — BU SR L KB X
Z 8] HS R I P A e A 0 | b B8 B T R A R 4 4 Tk A S i

1.2 XRE X R LR IT
DX B BE 2 A B DX BT R 59— &R 51 X B Y

block statistics

A T JEIREE o DX P A B DR S 2 By B A S
ROE A i, D AT LS X B 6 AR — AR 22 B i K
A, B G RAR X Bk bR S K P 2 ) e A R TR
Fofd B, T B R T8 X eBE b A Tk ) AH B 4% i £
LSRR IE 1 PR, T AR BRECR B RRER R, B
R E MK RIS, IF AT A TR A
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TR, R A RS R AE . — D AT LRI AT 2 A K, A T DA 2K e, R
FUSLasAT, ATt 2R S AH B AR K AR OG I o I g SR K R A BB B, R AR AL B
SE SRR IO T PR B 7 R I RSO R SRR . TEA LB R, BARPEBAACH —ERH . A8
hb, WAWER, HhAPEEANATE, R BRI, N B 5 &S T AP AT A B,
BT A BEAT I WA A R R S

2 XiR$E FPGA Ei%xigit
2.1 FPGA & k&

XHBEAE FPGA LM ZB A& IMRAL L ARk . ExARas 5k, b bR 2o Tk
BRAE A 2 A1 5 B X AT AR R 5 TR 45 70 Bl X — R R R — B A A RO T A R R
T DB BE HEAT ORGP, B Ik BB Bk, (RIS ] g DB g A (R 1) 3 I — AR [ JE R 5 AR X BRI
8 SR e A L B AN AL S I 2 T A T T A A AR, 0 5 5y BB A 4 AR IR BEAT R

2.2 EXFRMZE %

FEXF RN EDW K TR, ATFESMAG RS, ZFH R —A, AR i A X P g ik
P, P A B X O N A ST R . AR [FIARE RT LA T E A A, Gl R N AT 4
F, AT UES AR AR S . SRS T AR, ARXS RN B A R T R S M R 2, TE R 2 R
TGO T Zathie e, MELIRE, SRR &SR #FAT L2 AT, fFE UL AT HyIsci, HMREL
2, LA X BBk R G0 b aE E R B AR X AR O % B R o F UL AR XF BRI % 575 AL % RSA(Rivest-Shamir—
Adleman), Elgamal, ¥ ¥ . Rabin, Diffie-Hellman. #f &l % % % (Elliptic Curve Cryptography, ECC)%,
55 A AR XS R0 % VA AR LB, RSA WYL PR R AE T KRB0 it Sk i TROEE P , 78 250 bR & AT {o] 7]
M sk, e, HEBAE b, X X HesE o S RO o3 A T35 U8 B R B A v o PR AR SR
A RSA B3k i Bt AT nag, F %t K BeBE s By AT 5 44

RSA FvE AL 4G 2 4 A48 iR VE s B RN A % Ak = . B AE A RN T

1) BT RBE p Y g

2) R ZM: n=pxq

3) WHEKBLEE: o(n)=(p-1)(a-1)

4) BEMLIEIUE S e, TEWEE 1<e<n H ged(e,p(n))=1

5) WHEd, 15 d 2 dxe=1(modep(n))

Hrp, efin 228, d 2R

Wt AR TUEAE B T , R Bk X RS m #EAT e, SRR AR PR

% 3 c=E(m)=m"(modn)

% SC AT T FA B AT A AR B R S0, RS A R AR R

JE3C m=D(c)=c’(mod n)

B2 A A Tk R SN g D R, A FE AR R EL S TSR, ERENCE
P SO AT, IR A R S RS AT R, A AR R RS G T, A AN T ) 4 4 R B 1) B S
AT B
2.3 HiAHEE

X e R s ] — 2 5 T R B A 7R W U R S (S AR 4, DR AR IR 43 A =X 0 4% v 451 s B e
SE—EME . XHEE TP AEAE 3 R SRR AR TR R UE W 5k (Proof of Work, PoW). JBORUAY 5 iiE B 45 1
(Proof of Stake, PoS). A¥#i Zs 4G 1E W4 ¥ (Delegated Proof of Stake, DPoS), A fiff e Jo &% M 72515 5 5 s 20
O IR) R, BTS2 FHFE (5 BE 45 4 (Practical Byzantine Fault Tolerance, PBFT)3:iH 7,

PoW & T/EEIE M E S, ol R FRAY 45077, AT S ad 5 ) s o X e, AR AE 5 B IR S
YPELSE ARG T, PLASKE LR R RAFERY M AR, L PoS WiiETiA: . PoS J2—FiARIEFr A AR 18 M i i A [a]
PEAT R E A BRI, PoS ML B A% O 3% B 2 38 i AL RS 5 R AU PoW HLAH™ T, @i/ TR B E
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AT RO, FEAB AT WIS B 7 A R AL 25 A B R B )8, DPoSPURIE T PoW il PoS MY I,
0B — o L T AR SR 2 Y R L o PBFT S8 i ok i e T 50RO S AR RN T4 T T R GE i kR E
HAEER W S5 N 3 50 T, FAE A AR TR B8R, ORI AR ) i

ARIFETE M9 PoS 5 PBFT #MZ5 G, Wil T —F 5T PBFT otk Mf5 ARG 4 L SAvk, @ FRl C-
PoSBFT(Credit Proof of Stake Byzantine Fault Tolerance), %% % GE 4510 o 15 AL 43 il B2 /D% 58 PBFT 41k 13l
FIES, _IARGEEAELLF, 5 PoS ML, C-PoSBFT REHEXT M & 17 s HE AT 47 Bk, FRIE X i R 48 1 F2 e
14T Hcas 3 Be & B 7E0B X B AR AT, & S X A R AT IR P et A5 B RS T R Y AR K Y
X FR A R RS P AT A T AR o RS K P R A AR R W P 0 I TR A 92 A X B 4 A B 4 A
Srit ) (AL, FPGA PN DA 0 B i ol BOAS ERF (DA 60 B2 0 107°s , 1201 s AR5 1 R 19 A0 0L 4% I P AR 25 2
o W5 m— HARMAT AR, W S AR 2375 3 2 08

BT AL RS G OLANT s AR AT AT O, TR AR G ORI
R 9, LA A 1% SUAVE N W Ia ARy, 39 R PR 0 s AT X
PAF R GG, AE RN SE S5 — YR &K e A 1 0] 55 8D &=
FAF B Gy, KA RCA X BB K & fF R . FHEON 5 H
S,,S,. S8 =#, MAFHMELE O<T, <T W, T AEHHEBN S, HEHE

1E Tpass < Ti < Tgo(,d BF, SR A A S, M5 HMH Ti > Tg(,od Bf, 9 {EFH Fig.3 State transition of node credit level
. . % e e N ‘jS
GUMH S, o T R A B 3 R SRR

T = AR 81 A5 TGRS T, AF A AR SRR, RS 400 0 S, R s rT AR 0, &
TR T XBAT QA X e o R SR T BE , 4 AT G AT 7E 2 5 T G0 D S, 115 A h AR S S5 19 A AS A5 155 0
Pk — D AT AT . RN S, B39 af AU AT HHAR Y A5, Y ASORHE T IX B R SE IR T g, — U 40
T, EHGON N Sy W AR THEAR B35 GO i, RIES S5 F R NTE S, 5 YR 5, WAAE ]
N g S, B S AR S Y A A A DL B — T AT AT AL, R S, Y ST 2 5 KB R SR A
2R N TCAE GO S S, F S, BT s, WA FHE g Sy 755 st v 488 52 I 19 AL 25 1 D00 18 I — > 35 ROREAT T 4L,
HoAb s 52 570 IR

24 BMFEEX

Wy 7 5 VO — b TR 4 e 5 Bk B, G — BT R R IR A, S0 WA A B R 4 O — [ e K E
HER B W W MA A ARG SR WY B B B (Message-Digest Algorithm 5, MDS)., Z4&M ¥ & E 1
(Secure Hash Algorithm-1, SHA-1), K& 256 1Y% 4 #5181 (Secure Hash Algorithm-256, SHA-256)%, A3
KR T %A A H . SHA-256 A DX B BUHE 25 F A0 5, 3 2 12 0300 X B B i 2 i e Ry 32 ANy kAl
B 256 bit 04 7 {8 -

TR R e B AT H B, X A SRBCP T 8 AR - 7 R R /NEGES 43 BURT 32 {3 n] £5 3] SHA-256
BT 8 AR, RS, XA RECTET 64 AN BRI 37 5 AR 1 /NEIGE 43 BT 32 bit AT RIS AR R, THE
FETH R T B AT WAL B, AR B NS A LR AR I B AR A A, BRI S A n A 512
PR, FREEIS A PIE 5 25 D BR 45 G AT 3 n AR, ARSI A B R A Al . RS R R TR

1) #tak: HY = 0x6a09e667, H® = 0xbb67ae85 , HI” = 0x3c6ef372, H!” = 0xas4ffs3a, H.!” = 0x510e527f ,
HY = 0x9b05688¢c , H'" = 0x1f83d9ab, H!" =0x5be0cd19

2) WasE: w=ml

W, = 51{256} (WI—Z) +W, + 0'5256} (Wt—ls ) +Wiis (D

3) MFo<t<e63, HEfritsi.
T, =h+2j256}(e)+Ch(e,f,g)+ K29 4w, ®)
T,= 23256}(3) +M,(a,b,c) (3)

AH: h=g,g=f,f=e,e=d+T,d=c,c=bb=a,a=T,+T,
4y b, Fidnh: B =a+HI HD b+ HI R =+ HI HO =d + HIT R e+ HTY,
HO = f + I HO =g+ HID HO —h 4 1Y
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bFREETE 6 NEE R
Ch(x,y,z)=(xAy)®(=XAz), M (X, Y,2) = (XAy)® (xAz) ® (yAz)

> %(x) = ROTR? (x) POTR" (x) ® ROTR* (x)

Y #%(x) = ROTR® (x) POTR'!(x) ® ROTR (x)
o> =ROTR’ (x) ® POTR'® (x) ®ROTR?(x)
o =ROTR" (x) ® POTR" (x) ® ROTR" (x)

3 SMITEXREEHIH
3.1 HEFRSH

B RO IR AR 2, X B B R BB iR ok, R R A m T siEtt o R e B
FRMEZ B T ORI Z 0O, KREERZ A AWy TR REEE LRI Z —., FEERSHTh, X
Pl il H HE AR DL CPU Ml GPU S0 (W38 RIS L, I DX O BSOH 7 7 A b o Bl DX B e 12 R 0 R
R, XHaE 5 HAAT L ARBIE A, XTRGHERE . R . JEA PR R . R A R X B
EREDII, 58T N WA ARW IR E, R RRe i LAl b T B R TR 2 AR 0 TR 55 MR g T D
THE, XHeRE R —FE S TR R R AN S5, R AL B AR S FPGA MZE G RE 19 Bl A e HARAR
FERFBAR DI FE . Bl X AT MK R, REZWY K, @A 2 k55 &8 DL K 22 1] 388 15 5 i
2ty R T 1A HE SR RN TR RE B R AR, (584000 X Bed R 40 0l T B NLES & = I 55 28 28 M A L, FPGA [H]
A WK AT RO 9F 4T, T CPU/GPU iAKW BEZ BR , JL-F RAFTEEs - 17, ) an ik 31— > B s 42 A7
1E 5 A5, FPGA wlilid 5 PliKek, TeliiK L& my A R Foabk BN R B9l 40, i CPU/GPU Y I 17 72 i i
SARE IR R A, LIRS 2 805 i (Single Instruction Multiple Data, SIMD)F & SEH . M+ HAT 5
ST AR A B AR B, K IR AT BRI AT AT S AR A AR PR X O S AR %, FPGA A
It CPU/GPU A 4 4244 )23 T Y 48 3R AR RE 77 T A L3 o A SO i S b H 58 X iE R e b FPGA &84 53 FH 5
SR, HatEAee B A B m P2 m AR H . ERARGTERE D, BEGMHENL T, FPGA (5L
. DR T W, BR R ERR LA AL, TR DX HBE A R SR U R R YR LR A, % T 3 X B R Ok
MR E T HEZ ] etk

1 WA RS EARKR TR

Tablel Performance comparison of streaming computing tasks under different systems

architecture delay/ms power consumption/W flexibility
CPU ~1 ~100 very high
GPU ~1 ~300 high
FPGA ~107° ~30 medium

S R T O T O R A 5 SRR AT 4 T, K L T TR) R E [ X O3 0T ok, ol Tl R K i R 55 6 A AR X
PRIFE . ma A i h 0 XT38 i P I e 3 R ) AT 55 32 BB 0 X B B IR )2 °F 13 1) IR 55 )2 4 it 10
Bert, e FRE A DXCHRBE TR T, m R A R B2 B 0 AT 55 0 WS B A IS A TR BRI AT, e
AR P TR RCR . X B KB 593 R B4y CPU I GPU BEAT AT, M AEXFRITH . i it
B AT S IR X e L R B O 45 FPGA BEAT#hAT, IRl f MR FPGA 4T 604 i X ik 28 58 )
LAl . AEARSCET T, RT3 T - K E 45 CPU Fl GPU 5l FPGA HL 2 A [l 15
B RVA 2R SR Y S R VTS R 2%, DT 22 55 A7 RO 3R A i PR RE T BE 0 I 5 A M2 P R T 4 R 4 LA R s 1Y)
A BTEA R .

32 HE RS

AP AR IR RGBT AL, SRS & A FPGA B =85y, Wik 4 Fros, T s
[F1) 5 0 58 5 1 B AT S I B R 28, DR e R v o Sk =y AT AR s A, R AL
FPGA Z[] . FPGA 5 FPGA Z ], i TS = MRk 55 4 Z 18], [R) Ip Xk R o 52 B ot b il BB A KB FPGA
Meg, 5 2B R RS A4 1028 (B R UE S b X B BE A ml 3 A o A — D IXHEI N, 22 5 FNE B 45 AT Al
e, HRIHEE A, R A A T i A (R AP X e R, O DX A U H Y AT 2 A Tl
fi, FE45 %E AL B HEAT 20 A U7 o
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Fig.4 Framework of the heterogeneous computing blockchain system
B 4 SR X HuhE RGEHELE

FPGA Z I8 RJH T 26 [ i 7 Tl P & HE 7245 1 485(Recommend Standard-485, RS-485)8 17 fEhruE!"!, %
FH 2203 A6 b O A T A5, 58 EE 7 Tk th & HEFE brifE 232" (Recommend Standard-232, RS-232)3X 25 #4L i
fF M, izl AE R A R D R S SR B T, ARBE s K, BB TE B4 Il i i 2 AUk A% [
W E AT 28 FPGA Z A3 {5 . I FH 42— RS-485 ST i 24 M 45, Pl ad 6 12 2 1~ RS-485 #211
gt S B AT R A I 28 S R, A5 AL e ) B A% i o R B R B AR B 10 Mbps, BB B A R DR 1 X B T R AE R
ok, BRRECRAT 1.2 V2.5 V33 VX =Flu R, il i RS R S Vol R R #

A SCHE AR X HesE R Ge b ) FPGA 525 #3541 2 18] R A 53 47 8026 (Universal Serial Bus, USB)#% i {445 -
f /K 12 48 H 3F- (Transistor-Transistor Logic, TTL)J &™), FIJ] CH340 ;5 5 528 USB R i ] 5 4 Wi k%
fii #% (Universal Asynchronous Receiver/Transmitter, UART)ZJAE, R Mini USB #1538 HIF R ML 4T84 -
FITRA 5VHEEM 12 MHz SR1E RN A, @ad TXD fl RXD $% 15 FPGA i, #7155 ML 530 .

FE A R i B A SRR b, T B S A S PO SRBE & FPGA R D5 USB 58 A B & 1% K h
A&, ™ Verilog T2 )7 6 AL 45 21 14 H 6 00 28 SCORTOUZ BEHL ) N 254046 . vart_recv f& 53 TR ORI, DAER 11 $2 0500 11
vart_rxd F2U EAIHL KR 360 B AT, FEAE — B B U S RS 45 38 {5 5 uart_done. uart_done b & 3% {# BB
a5, W03 B9 8 vart_data il 33 B 1 & 2605 11 uart_txd &2 H 2.

ASCH ) FPGA Z 8] 1 2 T RS-485 Fit 5 138 {7 P 180 H B I 3R SCF T2 B A0 46 4 S BEH, 38 i $0 4 4 i 46
Ht data_control 8 BT & 2% MG ; 033 vart_send T8 WCEYR &£ T RE; T uart recv TEAMEIRZ W TIBE; E
key_data ¢ AR AR AR R DIRE, FEDUZBIH TN T LIk 4 DRI FIM, wEEIRNCY 8 £, fFIEAh
107, KB, JHF K 115200 bps. i Modelsim ] AL O5 BTN 5 Bion, BB AHG T4, &
FcR . bR . THEES R v a) o 4, E I 338 5 45 M5 5 A8 EAE S8 30 DX BB AR DG T e .

T

ot

Wave - Default

P T

£ fusrt_top_vig_tstfiLfu_uart_recyjsysrsen |5
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B-a fuart_top_vig_tsthiku_uart_recvfuart_data 00000000

* fuart_top_vig_tstf1k_uart_recvfuart rx... |0

# fusrt_top_vig_tetfiLfy_art_recvjusrt rx... |0
B4 fuart_top_vig_tstLf_uert recvjck_mt  [00000000
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D
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4 fusrt_top vig_tstf1fu_uert_sendjuart_e... (0
4 fust_top vy tetilf_uart_sendfuart_e... [0
B4 fust_top vig_tatLfu_uaet_sendjck_ent (0000000000
O Juart_top_vig_tst/iLl_uart_send/tx_nt 00
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Fig.5 Simulation waveform of the blockchain circuit
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BAEAMITAN . =554 FPGA /o8 — N XBUEENY A, X XBREEAT A BT I i+ 5, A ll— 5%
X BREE RS, Ho FPGA MRt 5ty s, e al s AR PRt 5 o it 58 . KHUAE il RT3,
TESAW AT R AL G I, 385 KR Mk P 7 B AP AT B & T, A AT I A BT AT R E
FENT RBAUE I, X A2 S B AT IC 3, R 58 5 B e 1R AR M SR ML AT D SR AT

B B DXCHFT LI, S MR T A AR A DCHR T R A AR AN AR, R A AT R X T
BT X AT AL AR, BT 329 AR A A5 8] W] A [ BN &S R B S A R, B S 5 RaEid SHA-
256 FIEHATH AT AN A E, IR LA XS A ER R, DR X R ER AT, BT R i X e

I 38 A5 P 2% ) 20 25 LA A, R o o EORE ST A0 48 1 DB AR (B K 0K AR i H SR AL AT e s LA B A7 i, T AE AR
Mo SEHL o i e OB TR B AR, B IR R 6 R, S T AL AR B MK ST AER .
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EEE 115200 v
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HilfdE & v

BOKE @ XiBO
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