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Multiple t-test scheme to improve power information leakage
detection capability
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(The Third Institute, Information Engineering University, Zhengzhou Henan 450001, China)

Abstract: To cope with the multiple t-test issue in the leakage detection of side-channel power
information, a leakage detection scheme is proposed to control the false discovery rate of the multiple t-test
process and improve the test effectiveness. Based on the analysis of multiple-hypothesis testing issue, the
false discovery rate and test effectiveness are introduced as control parameters in the multiple t-test
process. Existing schemes for controlling multiple-hypothesis testing issue are introduced. Combined with
the leakage detection process, the method of raising threshold and adjusting the test level is proposed to
improve the existing control scheme, which is verified by experiments. The verification results show that
this scheme can improve the detection capability of power information leakage and control the test errors
within a certain range.
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